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a reminder to disable user accounts at 
some future date and time. This approach 
is not reliable since user accounts can 
remain active long after the guest user’s 
legitimate need has ended. To address 
these shortcomings and compliance 
issues, IT managers must guarantee that 
user accounts automatically expire at the 
appropriate time. 

The solution

The Nortel Identity Engines portfolio 
provides a complete and integrated solu-
tion for managing network guest user 
access. This guest management solu-
tion consists of the following integrated 
components:

•	The Identity Engines Ignition Server 
— a centralized network access control 
solution

•	The Identity Engines Ignition Guest 
Manager — an administrative applica-
tion for guest user management

•	Any Web authentication portal for 
handling legacy and non-802.1X clients 
including firewall and VPN devices. 
Note that this tool is an optional 
component.

Key solution features

•	Manages access to the network from 
conference rooms, training areas, labs, 
lobbies and other public areas

•	Controls network access centrally 
across different access methods — 
wired, wireless and VPN

•	Provisions guest user access to partic-
ular subnets, VLANs or outbound 
web access

•	Supports authenticated network access 
for guest users with and without 
802.1X-enabled devices 

•	Provides centralized auditing and 
logging for all network access

•	Delegates administration to front 
desk, administrative staff or security 
personnel

•	Maintains complete traceability by 
identity for both guest provisioners 
and guests from account creation to 
network access

•	Helps to detect and identify excessive 
account generation or inappropriate 
accounts 

•	Provides an integrated rules engine for 
automatic account termination at a 
scheduled time and date

•	Provides an embedded database for 
guest user accounts independent of 
the enterprise directory infrastructure

•	Supports easy customization of the 
administration console 

•	Allows network access to be a revenue 
generating service

The Nortel Identity Engines 
Ignition Guest Access 
Administration

The Nortel Identity Engines Ignition 
Guest Manager is an administrative 
application for centrally managing 
network privileges for temporary users 
such as contractors, visitors and guests. 
Guest users are managed using an intui-
tive Web-based interface that can be 
customized to meet the needs of each 
enterprise customer. The Web interface 
may either be hosted on a Web server 
that is part of the existing enterprise 
infrastructure or be hosted on a dedi-
cated Web server.

Figure 1. The Nortel Identity Engines Ignition Guest Manager   
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The Guest Manager Web interface allows 
a receptionist to create a user account for 
each guest or visitor. A unique account 
is created in the embedded database on 
the Nortel Identity Engines Ignition 
Server (with username, password and 
other information) so guest users are 
not added to the enterprise’s directory. 
The Guest Manager allows the adminis-
trator to create the guest user’s password 
or specify an automatically generated 
strong password. Login credentials can be 
printed and issued with the visitor badge 
or e-mailed to the guest user.

The guest user’s network access may 
be configured to start immediately or 
scheduled to begin at a future date and 
continue for the length of time specified 
by the administrator. Restrictions can be 
placed on the type of access technology. 
For example, the Guest Manager Web 
GUI allows the administrator to control 
whether the guest user may gain access 
over wireless, wired or VPN.

Auditing and logging is consistent 
across all user types. Each guest uses a 
unique guest-account name, allowing 
the system to maintain an accurate 
audit trail of network access for each 
user. This guest management solution 
provides the ability to track who creates 
guest accounts as well as each guest 
network session. As a result, enterprises 
can easily track network access and 
provide a mechanism for quick response 
should misuse be detected.

Web Authentication Portal

The Nortel Identity Engines Ignition 
Server supports most network captive 
portal solutions that utilize RADIUS 
for user authentication. As a result, the 
Identity Engines portfolio provides 
a Web browser-based authentication 
mechanism that can be used to support 
devices either not compatible or not 
configured to use the 802.1X protocol. 
This allows companies to seamlessly 

Figure 2. Deploy guest services in your executive briefing center
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support the diverse number and types of 
devices that end users have for accessing 
the network.

Conclusion

Access to network services has become 
an essential part of the business environ-
ment. The Nortel Identity Engines 
portfolio securely provides network 
access to guests and visitors without 
compromising the overall security of 
the enterprise network. When visitors 
arrive, front desk receptionists can create 
a user account and password that can 
be used to connect to the wired or wire-
less network. This guest management 
solution provides a positive experience 
for visitors and reduces the IT cost for 
managing access at the same time.
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Overcoming the limits of enterprise data stores

In many enterprises, the network team depends on 

the enterprise’s centrally managed directory stores to 

authenticate employees (and often contractors) and 

grant them network access.

Often, the network security and directory are managed 

by different teams within IT. This lack of control over the 

directory for the network security staff can affect the 

implementation of network access policies and poses a 

problem when setting up temporary guest access.

Without write-access to corporate directory stores, 

network teams have found it difficult and time consuming 

to provision temporary guest users. The Nortel Identity 

Engines portfolio solves this problem by creating guest-

user accounts in the Identity Engines Ignition Server 

database, thereby avoiding the cost and effort associated 

with adding temporary users to the enterprise directory.




