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Protocols and authentication types 

•	RADIUS and TACACS+ Server

•	PAP, CHAP, TTLS-PAP, MS-CHAPv2

•	EAP: PEAP, EAP-MD5, EAP-MSCHAPv2, PEAP / 
EAP-MSCHAPv2, EAP-TLS, PEAP / EAP-TLS,  
EAP-GTC

•	MAC address authentication (non-802.1X devices) 
and asset allocation

•	Windows machine authentication

•	RSA SecurID with the option of account lookup  
in AD or LDAP

User stores

•	Microsoft Active Directory

•	LDAP: Sun Java The System Directory Server, 
Novell eDirectory, Oracle Internet Directory, 
OpenLDAP

•	RSA Authentication Manager

•	RADIUS Server

•	Kerberos Server

•	Ignition Server’s embedded user store

RFC compliance

•	RFCs 1320, 1321, 1994, 2548, 2716, 2759, 2865, 
3579, 3748

•	IETF Drafts: Protected EAP Protocol (versions 0, 
1, 2); Microsoft EAP CHAP Extensions; TACACS+ 
Protocol

Security and availability

•	High-availability mode of operation with virtual 
IP address

•	Hardened operating system

•	Encrypted file system with encrypted backup

•	Secured connectivity with user interfaces

Figure 1. The Nortel Identity Engines Ignition Server in an enterprise network
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Ignition Server
Specifications

Administrator authorization — The 

Ignition Server’s built-in TACACS+ server lets 

you manage the rights of system administra-

tors from a single, audited policy. As a result, 

your administrators are authenticated securely, 

their rights are set by policy and their actions 

are logged centrally.

Posture checking — An optional module, 

the Ignition Posture, can be deployed to 

check end-point system health. The solution 

is easy to deploy and can be set up to provide 

automatic remediation, as well as connection 

options for guest users. 

Guest management — The Ignition Guest 

Manager simplifies and secures management 

of temporary users. Delegated administration 

means you can give receptionists the power to 

set up temporary user accounts. An optional 

self-provisioning portal lets guests create their 

own accounts at kiosks.

Product Benefits
Improved security — Policy-based access 

control governs which users can log in and 

what areas of the network they can access. 

The Ignition Server sets session parameters 

at login time, allowing VLAN provisioning 

and the activation of switch-based security 

features.

Reduced cost — The Ignition Server 

provides centralized network AAA services 

and posture checking. Security settings may 

be provisioned dynamically, freeing IT staff 

from the burden of manually configuring 

switches and access points.

Compliance — The Ignition LiveView 

provides an accurate account of which users 

and devices have logged in and offers simple 

report generation for compliance. The 

optional Ignition Analytics tool automati-

cally generates and distributes reports to 

satisfy security and compliance regulations.  

Conclusion
The Nortel Identity Engines Ignition Server 

provides a practical solution for managing 

access to wired, wireless and remote access 

networks. The Ignition Server’s standards-

compliant interfaces simplify deployment 

and help provide immediate benefits without 

a lengthy implementation project.




